§\

N

N
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Internet sef
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Airplane mode

10:51 AM
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Click on Globe icon, then select
“SD35-Secured-Students

€ & Manually connect to a wireless network

Enter informationdasthaauizal oo vaaz s add
Nesorkname

Security type: WPA2-Enterprise ~

Encryption type: AES

Security Key: Hide characters

Start this connectionfautomatically

[ Connect even if the §etwork is not broadcasting

Warning: If you seleft this option, your computer's privacy might be at risk.

INSTRUCTION FOR CONECTING TO SD35-SECURED-STUDENTS PERSONAL
WINDOWS 10 LAPTOP (Page 1)

Mext

Cancel

Fill in the required
information as above,
then click “Next”
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Status

Not connected

You aren't connected to any networks.

A\ Troubleshoot

Show available networks

Change your network settings

(@ Change adapter options

View network adapters and change connection settings.

&, Sharing options

For the netwarks you connect to, decide what you want to share.
View your network properties

Windows Firewall

| Network and Sharing Center |

Network reset

Click “Network and Sharing
Center”

¥ Manually connect to a wireless network

Successfully added SD35-Secured-Students

— Change connection settings

Open the connection properties so that | can change the settings.

Click “Change
connection Settings”

Close

» Control Panel » Network and Internet » Network and Sharing Center

e

ttings

sharing

sptions

View your basic network information and set up connections

View your active networks
You are currently not connected to any networks.

Change your networking settings

digi Set up 2 new connection or network
-

Sct up @ broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems
Diagnese and repair netwark problems, or get troubleshoting information.

Click “Set up a new connection or
network”

5D035-5ecured-Students Wireless Network Properties

ConnecticE Security I

Name: 5D35-5ecured-Students
5510 5D35-5ecured-Students
Metwork typl: Access point

Network avglability:  All users

[ Connect putomatically when this network is in range

[[JLook for pther wireless networks while connected to this
network

[ connect ven if the network is not broadcasting its name
(S5ID)

Cancel

Click Security

Langley

l Schools
Ver.20210910

- X
'? Set Up a Connection or Network
Choose a connection option
Connect to the Internet
Set up a broadband or dial-up connection ta the Internet.
| Setup a new network
ag, Setup a new router or access point.
=.§f
{ Connect to a werkplace
= Set up a dial-up or VPN connection to your workplace.
Cancel
“
Select “Manually connect to a
. ” .
wireless network” and click Next
SD35-Secured-Students Wireless Network Properties X Advanced settings %
Eamectan) Searity 802.1X s=tings 802,11 settings
Spedfy authentication mode:
Security type: VWPAZ-Enterprise &
User authentication v Save credentials
Encryption type: AES sl
Delete credentials for all users
[} Enable single sign on for this network
Choose a network authentication method: Perform immediately before user logan
Microsoft: Protected EAP (PEAP) ~ Settings Perform immediately after user logon

[#]Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel

Click Advanced
Settings

Maximum delay {secondsi: 10 =

Allow additional dialogs to be displayed during single

sign on

This network uses separate virtual LANs for machine
and user authentication

Cancel

Ensure “User Authentication”

is selected, then click “OK”.

Proceed to page 2
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5D35-5ecured-Students Wireless Metwork Properties x

Connection  Security

Security type: WPAZ2-Enterprise e

Encryption type: AES e

Choose a network authentication method:
Microsoft: Protected EAP (PEAP)

Settings

[#]Remember my credentials for this connelé
time I'm logged on

Advanced settings

o [ cance

Click “Settings”

14

SD35-Secured-Students
Action need:

@ Connect automatically

et settings

Click bn the GloUe,
Select SD35-Secured-
Students and Click

“Connect”
Page 2 of 2
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Protected EAP Properties X

When connecting:

Verify the server's identity by validating the certificate

|_| Connect to these servers (examples:srv 1jsrv3;. *\srv3\.com):

Trusted Root Certification Authorities:

[[] aAA Certificate Services ~
[] Baltimore CyberTrust Root

[ cCertum Trusted Network CA

[ Class 3 Public Primary Certification Authority

[[] coMoDo Rsa Certification Authority

[ pigicert Assured ID Root CA

[ bigicert Global Root CA v
< >

Notifications before connecting:

Tell user if the server name or root certificate isn't spedified ~

Select Authentication Method:

Secured password (EAP-MSCHAP v2)

<

Enable Fast Reconnect
[ Disconnect if server does not present cryptobindin
[[JEnable Identity Privacy

Cancel

Click
“Configure”

15

Windows Security X

Sign in

’ #EREERE |

LXTTTTYYY YT YT Y o)

Domain:

OK Cancel

TELUS2530
-

Network & Internet settings

2

Airplane mode

11:06 AM

& & g B

Enter your StudentID and
associate password, click
IIOKII
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EAP MSCHAPv2 Properties X

When connecting

3\.com):
O Automatically use my Windows logon name and
password (and domain if any).

Cancel ~

[T e OEr TS TRt
[ certum Trusted Network CA

[ class 3 Public Primary Certification Autharity

[[] cOMODO RSA Certification Authority

[] pigiCert Assured ID Root CA

[ DigiCert Global Root CA v
< >

Notifications before connecting:

Tell user if the server name or root certificate isn't spedified ~

Belect Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...

Enable Fast Reconnect
[ ] Disconnect if server does not present aryptobinding TLV
[ | Enable Identity Privacy

OK Cancel

Uncheck the box
as shown, then
click OK

Click OK after finishing
the check box

16

r SD35-Secured-Students
Connecting

Continue connecting?

If you expect to find SD35-Secured-Students in
this location, go ahead and connect.
Otherwise, it may be a different network with
the same name.

Show certificate details

Cancel

(3
(3

A3

Netw ork & Internet settin

o

Airplane mode

Click “Connect”
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5D35-5ecured-Students Wireless Metwork Properties x

Connection Security

Security type: WPA2-Enterprise E

Encryption type: AES ~

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) ~ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

o | conce

Click OK

17

SD35-Secured-Students
Connected, secured

Pr rti

Disconnect

k & Internet setti

o

Airplane mode

11:07 AM
A ooz A

If everything is correct,
you should be
connected
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